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VEEZO is not only a security wall against cybercrime, it is an 

autonomous and intelligent service intercepting any 

malicious communication. 
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Through a transparent bridge appliance (physical or 

virtual), VEEZO analyze the content as well as the 

context of any inbound or outbound 

communication. 

VEEZO creates communication IDs and drops all 

known malicious communication. 

When one attack has been identified, the IT 

manager receives an alert. The alert provides both 

results of analysis and instant recommendations to 

mitigate the attack and reduce the risk of 

irreversible damages. 

The results of the analysis are presented with 

comprehensive and predefined reporting. 

 

HOW THE DETECTION 

ENGINE WORKS 

 

 

THE 24/7 ANALYSIS  

AND IDENTIFICATIONS  

OF ALL NETWORK 

ACTIVITIES 

Every communication is classified in real-time to instantly 

react in case one incident occurs, by intercepting the 

malicious communication. Thanks to a collaborative learning, 

this classification helps to prevent active malicious behaviors. 

This technique has the benefit of not disturbing the users but 

focusing on only the malicious communication. 

Meanwhile, VEEZO warns the IT managers with all the 

essential threat information’s as well as the actions taken or 

the recommended actions according to the severity level and 

the resiliency of the attack. 

The automated management from the VEEZO operation 

center, offers a centralized visibility over one or multiple 

business units, entities, at same location or spread across 

multiple geographical locations. 
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VEEZO protects against threats included in this non-exhaustive list. 

 

Adwares Adware, or advertising-supported software, is software that 
generates revenue for its developer by automatically 
generating online advertisements in the user interface of the 
software or on a screen presented to the user during the installation 
process. The software may generate two types of revenue: one is for 
the display of the advertisement and another on a "pay-per-click" 
basis, if the user clicks on the advertisement. The software may 
implement advertisements in a variety of ways, including a static box 
display, a banner display, full screen, a video, pop-up ad or in some 
other form. 

Botnets A botnet (neologism : Robot & Network) is a number of Internet-
connected devices, each of which is running one or more bots, that 
creates an army of infected computers (known as ‘zombies') that are 
remotely controlled by the originator.  
Botnets can be used to perform distributed denial-of-service 
attack (DDoS attack), steal data, send spam, and allows the attacker 
to access the device and its connection. The owner can control the 
botnet using command and control (C&C) software. 

Client Exploit An exploit (from the English verb to exploit, meaning "to use 
something to one’s own advantage") is a piece of software, a chunk 
of data, or a sequence of commands that takes advantage of 
a bug or vulnerability to cause unintended or unanticipated 
behavior to occur on computer software, hardware, or something 
electronic (usually computerized). Such behavior frequently includes 
things like gaining control of a computer system, allowing privilege 
escalation, or a denial-of-service (DoS or related DDoS) attack. 

CryptoMiner Cryptomining malware, or cryptocurrency mining malware or simply 
cryptojacking, is a relatively new term that refers to software 
programs and malware components developed to take over a 
computer's resources and use them for cryptocurrency 
mining without a user's explicit permission. 

Cyber Attack A cyberattack is any type of offensive maneuver that targets 
computer information systems, infrastructures, computer networks, 
or personal computer devices. Depending on context, cyberattacks 
can be part of cyberwarfare or cyberterrorism. A cyberattack can be 
employed by sovereign states, individuals, groups, society or 
organizations, and it may originate from an anonymous source. 
Cyberattacks have become increasingly sophisticated and 
dangerous. 

Threats List 



 

 

Cybercrime It is a crime that involves a computer and a network. Cybercrimes 
can be defined as: "Offences that are committed against individuals 
or groups of individuals with a criminal motive to intentionally harm 
the reputation of the victim or cause physical or mental harm, or 
loss, to the victim directly or indirectly, using modern 
telecommunication networks such as Internet (networks including 
chat rooms, emails, notice boards and groups 

Cyberwarfare Cyberwarfare is the use of technology to attack a nation, causing 
comparable harm to actual warfare. 
As states explore the use of cyber operations and combine 
capabilities the likelihood of physical confrontation and violence 
playing out as a result of, or part of, a cyber operation is increased. 
However, meeting the scale and protracted nature of war is unlikely, 
thus ambiguity remains. 

Data Loss Data loss is an error condition in information systems in which 
information is destroyed by failures or neglect 
in storage, transmission, or processing. Information systems 
implement backup and disaster recovery equipment and processes 
to prevent data loss or restore lost data. 

Denial-of-Service Attack 
(DOS) 

A denial-of-service attack (DoS attack) is a cyber-attack in which the 
perpetrator seeks to make a machine or network resource 
unavailable to its intended users by temporarily or indefinitely 
disrupting services of a host connected to the Internet. Denial of 
service is typically accomplished by flooding the targeted machine 
or resource with superfluous requests in an attempt to overload 
systems and prevent some or all legitimate requests from being 
fulfilled. 
In a distributed denial-of-service attack (DDoS attack), the incoming 
traffic flooding the victim originates from many different sources. 
This effectively makes it impossible to stop the attack simply by 
blocking a single source. 

Distributed denial-of-service  
(DDoS) attack 

A distributed denial-of-service (DDoS) attack — or DDoS attack — is 
when a malicious user gets a network of zombie computers to 
sabotage a specific website or server. The attack happens when the 
malicious user tells all the zombie computers to contact a specific 
website or server over and over again. That increase in the volume 
of traffic overloads the website or server causing it to be slow for 
legitimate users, sometimes to the point that the website or server 
shuts down completely. 
The most common and obvious type of DDoS attack occurs when an 
attacker “floods” a network with useless information. When you 
type a URL into your browser, you are sending a request to that site's 
computer server to view the page. The server can only process a 
certain number of requests at once. If an attacker overloads the 
server with requests, it can't process yours. The flood of incoming 
messages to the target system essentially forces it to shut down, 
thereby denying access to legitimate users. 



 

 

Hacking A security hacker is someone who explores methods for breaching 
defenses and exploiting weaknesses in a computer system or  
network. 
Hackers may be motivated by a multitude of reasons, such as profit, 
protest, information gathering, challenge, recreation, or to evaluate 
system weaknesses to assist in formulating defenses against 
potential hackers. The subculture that has evolved around hackers 
is often referred to as the "computer underground". 

Internet safety Sensitive information such as personal information and identity, 
passwords are often associated with personal property (for example, 
bank accounts) and privacy and may present security concerns if 
leaked. Unauthorized access and usage of private information may 
result in consequence such as identity theft, as well as theft of 
property. 

Internet security An internet user can be tricked or forced into downloading software 
that is of malicious intent onto a computer. Such software comes in 
many forms, such as viruses, Trojan horses, spyware, and worms. 

Key Logger Keyboard capturing, is the action of recording (logging) the keys 
struck on a keyboard, typically covertly, so that person using the 
keyboard is unaware that their actions are being monitored. Data 
can then be retrieved by the person operating the logging program. 
A keylogger can be either software or hardware. 

Malicious Behavior Behavior that puts the network at risk  

Malicious Traffic Illegitimate traffic that puts the network at risk 

Malvertisment Malvertising (a portmanteau of "malicious advertising") is the use 
of online advertising to spread malware. It typically involves 
injecting malicious or malware-laden advertisements into 
legitimate online advertising networks and webpages. 

Malware Malware (a portmanteau for malicious software) is one of the more 
common ways to infiltrate or damage your computer. It is 
any software intentionally designed to cause damage to 
a computer, server, client, or computer network.Malware does the 
damage after it is implanted or introduced in some way into a 
target's computer and can take the form of directly executable 
code, scripts, so-called "active content" (Microsoft Windows), and 
other forms of data.  

Network Probing A probe is a program or other device inserted at a key juncture in a 
network for the purpose of monitoring or collecting data about 
network activity. 



 

 

Pharming Pharming (neologism : farming & phishing) is a cyber attack intended 
to redirect a website's traffic to another, fake site. Pharming can be 
conducted either by changing the hosts file on a victim's computer 
or by exploitation of a vulnerability in DNS server software. DNS 
servers are computers responsible for resolving Internet names into 
their real IP addresses. Compromised DNS servers are sometimes 
referred to as "poisoned". Pharming requires unprotected access to 
target a computer, such as altering a customer's home computer, 
rather than a corporate business server. 

Phishing Phishing is the fraudulent attempt to obtain sensitive 
information such as usernames, passwords and credit card details 
by disguising oneself as a trustworthy entity in an electronic 
communication. Typically carried out by email spoofing or instant 
messaging, it often directs users to enter personal information at a 
fake website which matches the look and feel of the legitimate site 

PUP / PUA A potentially unwanted program (PUP) or potentially unwanted 
application (PUA) is software that a user may perceive as unwanted. 
It is used as a subjective tagging criterion by security and parental 
control products. 
Such software may use an implementation that can compromise 
privacy or weaken the computer's security. Companies often bundle 
a wanted program download with a wrapper application and may 
offer to install an unwanted application, and in some cases without 
providing a clear opt-out method. 

Ransomware Ransomware is a type of malware from cryptovirology that 
threatens to publish the victim's data or perpetually block access to 
it unless a ransom is paid. While some simple ransomware may lock 
the system in a way which is not difficult for a knowledgeable person 
to reverse, more advanced malware uses a technique called 
cryptoviral extortion, in which it encrypts the victim's files, making 
them inaccessible, and demands a ransom payment to decrypt 
them. In a properly implemented cryptoviral extortion attack, 
recovering the files without the decryption key is 
an intractable problem – and difficult to trace digital currencies such 
as Ukash or Bitcoin and other cryptocurrency are used for the 
ransoms, making tracing and prosecuting the perpetrators difficult. 

RootKit A rootkit is a collection of computer software, typically malicious, 
designed to enable access to a computer or an area of its software 
that is not otherwise allowed (for example, to an unauthorized user) 
and often masks its existence or the existence of other software. The 
term rootkit is a concatenation of "root" (the traditional name of the 
privileged account on Unix-like operating systems) and the word 
"kit" (which refers to the software components that implement the 
tool). The term "rootkit" has negative connotations through its 
association with malware. 



 

 

Spoofing In the context of information security, and especially network 
security, a spoofing attack is a situation in which a person or 
program successfully identifies as another by falsifying data, to gain 
an illegitimate advantage. 
A website or email address that is created to look like it comes from 
a legitimate source. An email address may even include your own 
name, or the name of someone you know, making it difficult to 
discern whether or not the sender is real. 

Spyware Spyware is a software that aims to gather information about a 
person or organization, sometimes without their knowledge, and 
send such information to another entity without the consumer's 
consent. Furthermore, spyware asserts control over a device 
without the consumer's knowledge, sending confidential 
information to another entity with the consumer's consent, 
through cookies. 
Spyware can collects personal information about you without you 
knowing. They often come in the form of a ‘free' download and are 
installed automatically with or without your consent. These are 
difficult to remove and can infect your computer with viruses. 

SQL Injection SQL injection attacks allow attackers to spoof identity, tamper with 
existing data, cause repudiation issues such as voiding transactions 
or changing balances, allow the complete disclosure of all data on 
the system, destroy the data or make it otherwise unavailable, and 
become administrators of the database server. 

Trojan Horses In computing, a Trojan horse, or Trojan, is any malware which 
misleads users of its true intent. The term is derived from 
the Ancient Greek story of the deceptive Trojan Horse that led to 
the fall of the city of Troy. 
Unlike computer viruses and worms, Trojans generally do not 
attempt to inject themselves into other files or otherwise propagate 
themselves 

Viruses A Virus is a type of computer program that, when executed, 
replicates itself by modifying other computer programs and 
inserting its own code. When this replication succeeds, the affected 
areas are then said to be "infected" with a computer virus. 

Worms A computer worm is a standalone malware computer program that 
replicates itself in order to spread to other computers. Often, it uses 
a computer network to spread itself, relying on security failures on 
the target computer to access it. Worms almost always cause at least 
some harm to the network, even if only by consuming bandwidth, 
whereas viruses almost always corrupt or modify files on a targeted 
computer. 

XSS Cross-site scripting (XSS) is a type of computer security vulnerability  
typically found in web applications.  
XSS enables attackers to inject client-side scripts into web pages  
viewed by other users.  



 

 

Zero Day A zero-day (also known as 0-day) vulnerability is a computer-
software vulnerability that is unknown to, or unaddressed by, those 
who should be interested in mitigating the vulnerability (including 
the vendor of the target software). Until the vulnerability is 
mitigated, hackers can exploit it to adversely affect computer 
programs, data, additional computers or a network. An exploit 
directed at a zero-day is called a zero-day exploit, or zero-day attack. 

References : https://en.wikipedia.org/wiki/ 
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